This is my 2FA Mule. There are others like it, but this one is mine. (2021-11-01)

A 2FA Mule is a mobile phone configured to forward SMS 2FA codes via email.

This divorces 2FA from the mobile phone you carry with you and makes it possible to
perform 2FA without your phone, after having your phone lost or stolen, while on an
airplane, or while roaming in a foreign place with an alternate SIM card.

In my case, the 2FA mule sits in my office lab connected to mains power.

It is an unlocked Google Pixel phone with no google account and no apps installed except for
"SMS Forwarder".

It is configured to forward all SMS to an email address via encrypted SMTP.
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Cellular connectivity is provided by a MVNO named "tello" which has an extremely low
USD $8/mo plan.

This device uses almost no data, makes zero voice calls, and receives perhaps 3-5 SMS
messages per month.

It may be necessary to use mobile data rather than wifi. Many ISPs do not configure
FcRDNS on the IPs they assign and the phone may have trouble delivering mail through your
chosen mailserver without FCRDNS.



