OCTOBER 8TH, 2013

Checkboxes
that kill
your product

A LITTLE HISTORICAL BAGGAGE CAN
BE A DANGEROUS THING WHEN
MULTIPLIED BY A FEW HUNDRED

MILLION INDIVIDUALS

IF 1 TOLD YOU that a company is shipping a product
to hundreds of millions of users right now, and

included in the product are several prominent
buttons that will break the product completely if
you click them, and possibly lock you out from the
Internet—can you guess which product it is?

Sounds like that’s the kind of product that only a
large enterprise software company like Oracle or
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1BM would ship, right? Maybe some of the antivirus
extortionware software for Windows? Maybe vpN
software?

Well, we have met the enemy, and he is us. In the
currently shipping version, Firefox ships with
many options that will render the browser
unusable to most people, right in the main settings
UL

***

How DID WE get to this point with Firefox? Most
of these options exist for historical reasons—
whenever there’s a new feature, it often gets a
checkbox to turn it off. The other common case is
when a feature isn’t obviously useful to everyone,
and it’s hard to make an obvious choice about
whether to have it enabled by default or not—so
we build in a switch. Or sometimes the person
implementing it thinks it should have a switch, and
nobody stops to ask if it’s a good idea.

I'm not going to retread discussions about this,
there are many versions of that article across the
web—the main point is that it is usually a failure of
design, and a failure to agree on sensible default
behaviors. Options are “the cheap way out,” and
they usually speak to an inability to agree on what
to do in a given situation.

Design by committee often looks like a row
of checkboxes.

What I do want to put the focus on, however, is that
you have to perform an audit of your product
every so often and see how the people using your
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product have changed, and what kind of
functionality that made sense at the time may not
make much sense anymore.

Of course, we should start in our own backyard, so
here are some obvious examples from Firefox.
These are things we need to fix:

Load images
automatically

From the Content panel in our settings, try
unchecking the box:

@00 Content

General Tabs ' Content Applications Privacy Security Sync Advanced Shortcuts

@] Block pop-up windows Exceptions. ..
@] Load images automatically Exceptions...
@] Enable JavaScript Advanced...

Fonts & Colors

Default font: | Times +| Size: | 16 + | | Advanced...
Colors...
Languages
Choose your preferred language for displaying pages Choose...

Here’s how Google’s front page looks like if you
uncheck that box:



Google

Advanced search
Language tools

Google Search | I'm Feeling Lucky

Advertising Programs  Business Solutions  Privacy & Terms  +Google  About Google

& 2013 - Privacy & Terms

That’s right, you can’t even see the text box you're
supposed to type your search into.
Congratulations, we just broke the Internet.

Of course, there are legitimate uses for this, from
low-bandwidth situations to web development
testing, but that’s where our excellent add-ons
ecosystem comes to the rescue. Are more than 2%
of our users likely to use this setting on a regular
basis? Probably not.

Enable JavaScript

More fun from our Content panel, you can turn off
JavaScript with a simple click:


https://addons.mozilla.org/
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™ Block pop-up windows Exceptions...
™ Load images automatically Exceptions...

™ Enable JavaScript Advanced...
p

Fonts & Colors

Default font: [Tirnes :] Size: [ 16 :] [ Advanced...

Languages

Choose your preferred language for displaying pages
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Try booking a travel on Hipmunk
without JavaScript:

800 Mozilla Firefox !"

@ www.hipmunk.com/search/flight el v.'

var _0=jQuery.call(jQuery,\"#form\");\nvar _1= O.find;\nvar _2=_l.c



Most sites these days that aren’t just displaying
content will fail in interesting & mysterious ways if
you don’t have JavaScript enabled. For the general
population, Firefox will appear broken.

Fun historical fact: If you disabled JavaScript in
Netscape 4, css would also stop working — because css
was applied to the page using... JavaScript.

And yes, I know that some people have reasons
(privacy, web development) to turn off JavaScript.
There are many add-ons that can help with this—
but it’s not something that we should ship to
hundreds of millions of users.

Turning off
navigation

Firefox is very customizable! In fact, it’s so
customizable that we allow you to make the
browser unusable with a single click. Try turning
off the Navigation Toolbar, for instance:

V(U8 History Bookmarks Tools Window Help

v Navigation Toolbar
Sidebar Bookmarks Toolbar
Add-on Bar 3/
Reload 3R Customize...
Zoom >
Enter Full Screen ~HF

Firebug F12



Good luck trying to find a web site that can help
you fix this problem when your son was clicking
around the menus in Firefox yesterday, and today

your browser has no buttons:

800 Mogzilla Firefox -

Turning off ssL &
TLS

Now we’re getting to the “shooting fish in a barrel
category—there are many fun options in this
preference panel:
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(—[ General = Data Choices = Network = Update m—.

Protocols

MusessL3.0 ™ Use TLS 1.0

Certificates

When a server requests my personal certificate:

(_)Select one automatically () Ask me every time

[ View Certificates J [ Revocation Lists J [ Validation J

If you turn off ssL or TLs, Gmail, Google Reader,
and other Google services will look like this:



800 Problem loading page "

i —
I'\ﬂ_/'l https://accounts.google.com/ServiceLogin?service=reader&passive=1209600&c C} |Iﬂ'|

Secure Connection Failed

. ——

An error occurred during a connection to accounts.google.com.
Can't connect securely because the SSL protocol has been disabled.

(Error code: ssl_error_ssl_disabled)

= The page you are trying to view cannot be shown because the
authenticity of the received data could not be verified.

m Please contact the website owners to inform them of this problem.
Alternatively, use the command found in the help menu to report this
broken site.

| Try Again |

Note that we don’t even tell you that you can turn
it back on in the settings. We just tell you that it has
been disabled, and that you should “contact the
website owners to inform them of this problem.”

Good luck trying to do that when you can’t even
see the web site or load your email.

The entire
certificate manager

Oh boy, where do we start?



8 00 Certificate Manager

\ Your Certificates People Servers Others |
You have certificates on file that identify these certificate autherities:

Certificate Name Security Device B
¥ (c) 2005 TURKTRUST Bilgi iletigim ve Biligim Giivenligi Hi...

TURKTRUST Elektronik Sertifika Hizmet Saglayicisi Builtin Object Token
¥ 152.168.1.199

192.168.1.199 Software Security Device
¥ A-Trust Ges. f. Sicherheitssysteme im elektr. Datenverk...

A-Trust-nQual-03 Builtin Object Token
¥ AC Camerfirma 5.A.

Chambers of Commerce Root - 2008 Builtin Object Token

Global Chambersign Root - 2008 Builtin Object Token
¥ AC Camerfirma SA CIF AB2743287

Chambers of Commerce Root Builtin Object Token

Clobal Chambersign Root Builtin Object Token
¥ Actalis 5.p.A./03358520967

Actalis Authentication Root CA Builtin Object Token
¥ AddTrust AB

AddTrust External CA Root Builtin Object Token

AddTrust Class 1 CA Root Builtin Object Token

AddTrust Public CA Root Builtin Object Token

AddTrust Qualified CA Root Builtin Object Token

View... Edit Trust... | Import.. | Export... Delete or Distrust..
0 — )

Personally, I feel pretty confident that the number
of people that know how any of this works can be
narrowed down to the people that work in these
companies in the list. At least not too far off.

This entire thing—possibly with the exception of
the personal certificate list—needs to be moved
out into an add-on for people with interest in
managing their own certificates. It’s our job as a
browser to keep you safe, we shouldn’t outsource
this to individuals.

You probably don’t want your bank to look like this
because two days ago, you read an article on the
Internet—authored by who-knows—telling you to
remove an entry in your certificates “for

added safety™:



8 00 Untrusted Connection 2

| 4 ) @ hitps:/ [www.bankofamerica.com il [+

This Connection is Untrusted

You have asked Firefox to connect securely to www.bankofamerica.com, but we can't
confirm that your connection is secure.

MNormally, when you try to connect securely, sites will present trusted identification to
prove that you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue.

| Get me out of here! |

Technical Details

| Understand the Risks

Also, is that an Nss Internal pxcs #11 module in your
pocket, or are you just happy to see me? Do I need
to enable my Fips?

Security Modules and Devices |
¥ NSS Internal PKCS #11 Module
GCeneric Crypto Services [ Log Out |
Software Security Device
¥ Builtin Roots Module

Builtin Object Token

Log In |

| Change Password |

| Unload |

Enable FIPS




As Privacy Engineer Monica Chew at Mozilla asks,
“Is it really worth having a preference panel that
benefits fewer than 2% of users overall?”—obvious
spoiler alert: The answer is no.

On the flipside, from that same article: how many
users have we broken the web for when 1.6% of
them may have TLs support turned off, and
possibly not be aware of it? Even 1% of a few
hundred million isn’t a trivial number of people.

The people that need to do these things should use
add-ons, or at the very least an about:config tweak.

Override automatic
cache management

Another way to slow down the browser and make
Firefox look bad is to give it no disk space to use
for caching:
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800 Advanced

- D C . ! y EJ&\ @ % / F':\ oF 0.
General Tabs Content Applications Privacy Security Sync | Advanced
| General Update | Encryption |
Connection
Configure how Firefox connects to the Internet | Settings... |
Cached Web Content
Your web content cache is currently using 27.8 MB of disk space | Clear Now |
™ Override automatic cache management
Limit cache to | D‘I:I ME of space
Offline Web Content and User Data
Your application cache is currently using 0 bytes of disk space | Clear Now |
[ Tell me when a website asks to store data for offline use | Exceptions... |
The following websites are allowed to store data for offline use:
Remove...
[
wE

What about computers with very little disk space?
Shouldn’t you be able to restrict how much disk
space is being used? It turns out, we know that you
are low on disk space, and will reduce our usage
accordingly. It’s pretty likely that Firefox keeps
better track of this than humans do. So let’s make

computers do what they’re good at: keeping track
of numbers.

***

‘ N J HAT HAVE WE learned? There are a lot of
options in our products that are used by

very few people, and some of them can have
disastrous effects. We're trying to design software
that can be used by everyone—that also means we



have to keep them safe and not make it so easy to
break a product they rely on every day. None of
these are put there with malicious intent—some of
them even made sense at the time—but it’s time
for us to do some scrubbing and cleaning of the
Firefox settings.

What about the product that you are building? Is it
time to take a fresh look at what kind of options
you include?

Thanks to Frank Yan, Blake Winton, Tony Santos, Monica
Chew, Sid Stamm & Madhava Enros for reading drafts of
this.
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