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i needed to share a single file so i wrote a quick webserver in bash like any normal person would. it
supports head and get, which was all i needed. as far as i'm aware it doesn't misbehave too badly

then i showed it to a bunch of extremely smart phd level agi bots that are going to replace us all and
asked them to review it and point out any flaws

what follows is a non comprehensive list of replies in no particular order. for fun you can guess which
model said what

ai reviews my mini webserver
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https://gist.github.com/izabera
https://gist.github.com/izabera
https://gist.github.com/izabera
https://gist.github.com/izabera/91f44d29bb9da9a703514e815f71cf8c
https://gist.github.com/izabera/91f44d29bb9da9a703514e815f71cf8c
https://gist.github.com/izabera/91f44d29bb9da9a703514e815f71cf8c/revisions
https://gist.github.com/izabera/91f44d29bb9da9a703514e815f71cf8c/archive/4b2ec194db3fdde34c2db227ce28e9a8f65df563.zip
https://camo.githubusercontent.com/7f0e0419d4c1fea4097dd673a7a0d4641960bdadd9b7fb29e1ceeb62c0c8903a/68747470733a2f2f692e696d6775722e636f6d2f625634693761632e706e67
https://camo.githubusercontent.com/7f0e0419d4c1fea4097dd673a7a0d4641960bdadd9b7fb29e1ceeb62c0c8903a/68747470733a2f2f692e696d6775722e636f6d2f625634693761632e706e67


an attacker that can start the server can use it to cat
/dev/random
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https://camo.githubusercontent.com/b31f173241d8824a5debfa4ca6f258e0f322ca64376c63cced95e64bd991e43a/68747470733a2f2f692e696d6775722e636f6d2f3668554b786f692e706e67
https://camo.githubusercontent.com/b31f173241d8824a5debfa4ca6f258e0f322ca64376c63cced95e64bd991e43a/68747470733a2f2f692e696d6775722e636f6d2f3668554b786f692e706e67


this supposedly allows attackers to traverse paths
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extremely serious issue only thwarted by the fact that that's
not how ncat works
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this server never actually worked because you forgot to export

https://camo.githubusercontent.com/9778bd2d92d53b14495e9f841445abd3a42aaf3e61620f3ca6cec95f449f6c2c/68747470733a2f2f692e696d6775722e636f6d2f494b56673130392e706e67
https://camo.githubusercontent.com/9778bd2d92d53b14495e9f841445abd3a42aaf3e61620f3ca6cec95f449f6c2c/68747470733a2f2f692e696d6775722e636f6d2f494b56673130392e706e67
https://camo.githubusercontent.com/856b744e1a7f8d4d42bf164be80bc180f9d9eb260edc24993f8910619b74a5c7/68747470733a2f2f692e696d6775722e636f6d2f754e616d4d65542e706e67
https://camo.githubusercontent.com/856b744e1a7f8d4d42bf164be80bc180f9d9eb260edc24993f8910619b74a5c7/68747470733a2f2f692e696d6775722e636f6d2f754e616d4d65542e706e67


the thing
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pretty much all bots got really excited by the possibility of
reading files
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https://camo.githubusercontent.com/09bd9b8c5a926779dd324d68ac14ebe303ee8386ee409df3029e8252fc97e928/68747470733a2f2f692e696d6775722e636f6d2f456e6f78774a6e2e706e67
https://camo.githubusercontent.com/09bd9b8c5a926779dd324d68ac14ebe303ee8386ee409df3029e8252fc97e928/68747470733a2f2f692e696d6775722e636f6d2f456e6f78774a6e2e706e67
https://camo.githubusercontent.com/c9957ad2fd4fc2775b7558c015322520903c337923449419144f2803b5654063/68747470733a2f2f692e696d6775722e636f6d2f574972764834382e706e67
https://camo.githubusercontent.com/c9957ad2fd4fc2775b7558c015322520903c337923449419144f2803b5654063/68747470733a2f2f692e696d6775722e636f6d2f574972764834382e706e67


not how anything works
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go away you haxxor i'm not gonna help you break into this
super secure server
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https://camo.githubusercontent.com/9dc4143618ae4b7ca8e3a1650ee0f93e79fba42604643cbd06c7f98752b9af5d/68747470733a2f2f692e696d6775722e636f6d2f796f7770596c742e706e67
https://camo.githubusercontent.com/9dc4143618ae4b7ca8e3a1650ee0f93e79fba42604643cbd06c7f98752b9af5d/68747470733a2f2f692e696d6775722e636f6d2f796f7770596c742e706e67
https://camo.githubusercontent.com/e646549918c7ea7f25c40017f25f757ec8f55ab1003ff8c0cb07c8d3022c79f0/68747470733a2f2f692e696d6775722e636f6d2f426436547356362e706e67
https://camo.githubusercontent.com/e646549918c7ea7f25c40017f25f757ec8f55ab1003ff8c0cb07c8d3022c79f0/68747470733a2f2f692e696d6775722e636f6d2f426436547356362e706e67


not how quoting works in a shell
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you should use this more robust method that breaks if you
have a : in the name

010.md

slow data that arrives long after the script has exited
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https://camo.githubusercontent.com/a224948ac7861e61dcb6c29cbd1d5bf792cfd6b932f3be7fe85b4bd2244a74ba/68747470733a2f2f692e696d6775722e636f6d2f546252647152542e706e67
https://camo.githubusercontent.com/a224948ac7861e61dcb6c29cbd1d5bf792cfd6b932f3be7fe85b4bd2244a74ba/68747470733a2f2f692e696d6775722e636f6d2f546252647152542e706e67
https://camo.githubusercontent.com/c52b93583132c6d8dc01a7b03edce1ad2c69e65b5fde20a09368cd13b6a52ae3/68747470733a2f2f692e696d6775722e636f6d2f6d4655476c6c362e706e67
https://camo.githubusercontent.com/c52b93583132c6d8dc01a7b03edce1ad2c69e65b5fde20a09368cd13b6a52ae3/68747470733a2f2f692e696d6775722e636f6d2f6d4655476c6c362e706e67
https://camo.githubusercontent.com/18099c686bf0593ff54aa10785183148fcde07f064b3e32290658405d7d58b32/68747470733a2f2f692e696d6775722e636f6d2f67327a4432496d2e706e67
https://camo.githubusercontent.com/18099c686bf0593ff54aa10785183148fcde07f064b3e32290658405d7d58b32/68747470733a2f2f692e696d6775722e636f6d2f67327a4432496d2e706e67


tbh this just shows how valuable the cvss scoring system is

012.md

https://camo.githubusercontent.com/866c3124c6486c8e74ea474e9c7f2047d9bd0b8cfe281465946e4acc5d53fad5/68747470733a2f2f692e696d6775722e636f6d2f637356495a63472e706e67
https://camo.githubusercontent.com/866c3124c6486c8e74ea474e9c7f2047d9bd0b8cfe281465946e4acc5d53fad5/68747470733a2f2f692e696d6775722e636f6d2f637356495a63472e706e67


your code is vulnerable if you change it to make it vulnerable
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https://camo.githubusercontent.com/55191d557163768ff18f329d58b607832ff2532ae537905fe65058004c3708ce/68747470733a2f2f692e696d6775722e636f6d2f573355434453572e706e67
https://camo.githubusercontent.com/55191d557163768ff18f329d58b607832ff2532ae537905fe65058004c3708ce/68747470733a2f2f692e696d6775722e636f6d2f573355434453572e706e67


it doesn't refuse to run as root which is a major security issue
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https://camo.githubusercontent.com/8b1726638f5d4290457aebd8b324c1f4ab2ba28d99c034612f2800003f8867f9/68747470733a2f2f692e696d6775722e636f6d2f545941565755322e706e67
https://camo.githubusercontent.com/8b1726638f5d4290457aebd8b324c1f4ab2ba28d99c034612f2800003f8867f9/68747470733a2f2f692e696d6775722e636f6d2f545941565755322e706e67


filename doesn't end up in the headers
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https://camo.githubusercontent.com/18c518ba2ff1b8318ca441780649c3545044f59e85ea3d22d795f54b12bb1c7d/68747470733a2f2f692e696d6775722e636f6d2f5657754c4c38472e706e67
https://camo.githubusercontent.com/18c518ba2ff1b8318ca441780649c3545044f59e85ea3d22d795f54b12bb1c7d/68747470733a2f2f692e696d6775722e636f6d2f5657754c4c38472e706e67


your script should return 404 when it can't find a file to avoid
disclosing that it couldn't find it
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https://camo.githubusercontent.com/cfce1336c96cccf6837f6592b845fc074fb09fbc7b475fd3f0b9005bd23772ca/68747470733a2f2f692e696d6775722e636f6d2f5a4b39766441672e706e67
https://camo.githubusercontent.com/cfce1336c96cccf6837f6592b845fc074fb09fbc7b475fd3f0b9005bd23772ca/68747470733a2f2f692e696d6775722e636f6d2f5a4b39766441672e706e67


not using https is enough for a 6.5

017.md

https://camo.githubusercontent.com/d8ba8d14ed114e03877fae25d416c319ab07db1209908e5f1d4dc16530c76733/68747470733a2f2f692e696d6775722e636f6d2f74456e48556d332e706e67
https://camo.githubusercontent.com/d8ba8d14ed114e03877fae25d416c319ab07db1209908e5f1d4dc16530c76733/68747470733a2f2f692e696d6775722e636f6d2f74456e48556d332e706e67


restarting ncat on every connection seems counterproductive

099.md

i am aware that python's http.server is very easy to use, and so is nginx, and so is every other server
really, but this was 6 lines of code that i wrote to share a log file with a friend

it's a silly project not intended for production use. i couldn't immediately break it, so i asked some
people and some ai thingies (pretty much all the relevant ones in august 2025) to have a look

the ai results ranged from irrelevant, to nonsensical, to just laughably bad. there was a lot more but
this is enough to convey my point. the human results ranged from "lol" to "why not just use..." to "pls
dont"

in fairness to the bots, a lot of them did point out that this isn't hard to dos. just spawn a billion
connections! ncat has a --max-conns  option to address this, but there's already a read timeout and i
couldn't be arsed to find a value that made sense for just running cat on a 100kb file. remember to
pick a good one before deploying the next facebook on this

https://camo.githubusercontent.com/7461f0817494f7f3090b9f1a0118453e848f5098ae89d72c566b5d36e81ced28/68747470733a2f2f692e696d6775722e636f6d2f3746557a7159562e706e67
https://camo.githubusercontent.com/7461f0817494f7f3090b9f1a0118453e848f5098ae89d72c566b5d36e81ced28/68747470733a2f2f692e696d6775722e636f6d2f3746557a7159562e706e67


this was quite a few bots that are being sold as agi with all the thinking settings maxed out etc. overall
i feel like i gave them a fair try, but they only managed to produce an endless stream of completely
made up vulnerabilities. this is not what an expert would come up with

it's probably my fault tho. i am old and grumpy. i should have prompted better, or used the even
newer models, or maybe i should just write react instead or possibly tailwind css? but you're
absolutely right to point this out. let me try a completely different approach...


