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Background

A few months ago | was on my way to catch the SeaBus when | walked by an apartment building with an
interesting looking access control panel. | wrote down the “MESH by Viscount” brand name and made a note
to look into it when | had a chance. | ended up just missing my ferry (the 30 minute Sunday headways are
brutal), so | decided to see if | could find anything promising on my phone while waiting at Waterfront for the
next boat.

Part 0: Recon

Googling the name of the system brings up a sales page advertising “TCP/IP capability to remotely program
and maintain the system.” That sounds promising, so let’s try to find a manual. "mesh by viscount"
filetype:pdf gets us an installation guide. Page 4 explains how to log in to the system’s web Ul:


https://www.instagram.com/seabusmemes/?hl=en
https://files.identiv.com/products/telephone-entry/common/Enterphone_MESH_Installation_Guide.pdf
https://www.ericdaigle.ca/index.html#category=hacking
https://www.ericdaigle.ca/
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eNTERPHONE™ MESH INSTALLATION GUIDE

SECTION 5: VIRTUAL ACCESS AND PROGRAMMING

e Tenant and access updating of the panel is accomplished through the Identiv Web Graphical User
Interface (GUI) (see figure below). The Web Administration and login Page for this GUI is accessible via
any standard Web Browser, provided that the PC is on the same Local Area Network as the panel. The
default IP address for each panel is 192.168.123.101
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by IDENTIV

*Please refer to the Enterphone™ Software Administration Guide for additional concerning the ¢
and management of your panel.

The default login information for the Freedom Web Application as well as the underlying Linux operating
system are listed in the table below (both are case-sensitive). These should be changed from the defaults
during the software configuration process.

Freedom Login Linux System
User Name | freedom | User Name | administrator
Password | viscount | Password

The Enterphone™ MESH user manual is downloadable after logging into the system via a web browser
using the Manual link located at the bottom of the page.

PI2.0.0519  ALL RIGHTS RESERVED. IDENTIV GROUP INC. FOR MORE INFORMATION VISIT WWW.IDENTIV.COM

Default credentials that “should” be changed, with no requirement or explanation of how to do so. Surely no
building managers ever leave the defaults, right? And even if they did, they’d surely have no reason to expose
this thing to the Internet, right?

The screenshot from the manual tells us the web Ul login page’s title is “FREEDOM Administration Login”,
which gives us something to search for.
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FREEDOM Administration Login

Host Name, _

Version, 11.2.1.6. Revision, 7369. Username. Password.

a

FREEDOM Administration Login
LOGIN: User ID. Password. Hostname: Meshs39706-1.

* I

FREEDOM Administration Login

Host Name, s44966-1. Version, v9.2c. Revision, 5987.
Username. Password.

a

FREEDOM Administration Login
LOGIN: User ID. Password. Hostname: s44850-1.

Oh no.

Part 1: PIl galore

Exposing the panel to the Internet is dumb, but fortunately none of these systems were accessible using the
def- just kidding. The very first result happily lets me in with the freedom:viscount login. The first
interesting thing here is the Users section:
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= Site n

Users

Users - Main
Enrollment Reader

Show(10_ | entries

Badging
Select filter type, enter search text and press ENTER. Type * to override typeahead
User Categories
Last Name | csv PDF
LastName 4 Frst Display s Suite User Access Group Cards  PIN  Notes
Name Name Category

Main:
7018

Main: 701 Main: Locker 1

Main:
1801C

Main:

Main: Locker 3
1801 +

Main:
18018

Main: Main: Freezer Room
1102 +

Main: Main: Freezer Room
1802 +

Main:
8018

mao‘g Main: Locker 5
Main
5068

Showing 1to 10 of 159 entries 2 3 4 5.16 Next

This maps residents’ full names to their unit numbers. The building address is also used as the Site title.
That’s already not great, but it's worse in conjunction with the Events section:
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FREEDOM synenmiv

Events

Search Events

Events - Main

Last Update (Monitoring Time)
Remote Servers 15-Feb-2025 13:05:55

Reports

Only Display: | Today ) csv

Show 10+ Jentries

Site

Select filter type, enter search text and press ENTER. Type *'to override typeahead.

Monitoring
Time

Feb 15,2025
1:04:09 PM

Feb 15,2025
1:03:38PM

Feb 15,2025
1.02:31 PM

Feb 15,2025
10117 PM

Feb 15,2025
1.00:33 PM

Feb 15,2025
1:0028 PM

Feb 15,2025
12:59:45 PM

Feb 15,2025
12:58:12 PM

Feb 15,2025
12:58:05 PM

Feb 15,2025
12:57:51 PM

Server

50322200008

50322200008

50322200008

50322200008

50322200008

50322200008

50322200008

50322200008

50322200008

50322200008

s | Site

Main

Main

Main

Main

Main

Main

Main

Main

Main

Main

Activity &

Card
Access

Card
Access

Card
Access

Card
Access

Card
Access

Card
Access

Panel
Access

Card
Access

Card
Access

Card
Access

Controlled _
Aea

P2 Storage
132149

Elev2

Elev2

Elev2

P1 Visitor
Parkade
Inside

P1 Visitor
Parkade

Main
Entrance
Visitor

Elev2

Resident
Gate

Main
Entrance

Device-
Port

Freedom
112
Storage
132149

Freedom
13-
Elevator

Freedom

Elevator
2

Freedom

Elevator
2

Freedom
12:P1
Visitor
Parking
Inside
Door

Freedom
5P1
Visitor
Parking
Outside
Door

Local
panel

Freedom

Elevator
2

Freedom
5
Resident
Gate

Freedom
1-Main
Entrance

Suite/User

N 94l

, 08

. LiveUpdate® show Local Time () show Event Category () Show Event Code () Show Current site Only B show Access Event

Type v

Result & Message &

Granted +
Granted +
Granted +
Granted +
Granted +
Granted +
Granted +
Granted +
Granted +
Granted +

Showing 1to 10 of 839 entries

2 3 4 5. 84 Next

This is a multi-year log of every time a fob associated with a certain suite number accessed an entrance or an
elevator. So we can now easily determine that, say, Jon Snow of Unit 999, 123 Bear St Vancouver BC comes

home every day at 6pm.

For good measure, there's also a Users section which exposes every resident’s phone number.

Part 2: Breaking in

The Pl leaks are pretty wild, but the most interesting thing we have access to is the Controlled Areas section.
In here | can apparently register new access fobs, disable existing ones, and change the floors they're

authorized for. The system for this is somewhat convoluted. Fortunately | don't need to understand it at all,
because | can just unlock any entrance | want through an override function:
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FREEDOM sy ni-enmiv
Controlled Areas Controlled Areas - Main
Port Triggered Actions
Zone Groups Show (10 |entries
Select filter type, enter search text and press ENTER. Type *'to override typeahead. Name | csv
Alarm Instructions .
POF
Alarm Resolutions
Name 4 Types Descripton & ZoneGroup  Access Current State
Icons
Elev 1 D & & Locked -
Elev2 Door & & Locked <
Ladies Meeting & & Locked >
Room
Main Entrance - a
Main Entrance o & Unlock
Visitor & Lock
Meain Lobby Rear - LOCKDOWN
Exit -
© Momentary Unlock
M
ens Meeting [ =
Room
P1FloorElevl  Floor  Elevator Access &
P1FloorElev2  Floor  Elevator Access Y Custom
PiLobbyRear 55, & & Locked -
Exit
Showing 31 to 40 of 62 enries Previous 1 2 3 4 5 6 7 Next

So | can break into this building in about 5 minutes without attracting any attention whatsoever. Neat.

Part 3: How widespread is this?

Maybe I just got lucky that the default credentials worked on the first result and this is actually really rare.
Let's get back to a desktop and scan more properly with ZoomEye:

"FREEDOM Administration login" Not satisfied with the search, try ZoomEyeGPT

About 742 results (Nearly year: 198 results) 1.725 seconds

Result Report Maps

That’s not a good sign. ZoomEye kindly offers to let me download a CSV of the results for 700 ZoomPoints. |
have no idea what a ZoomPoint is nor how | ended up with 2000 of them, but this seems as good a use as any.
With all the hosts in hand, let’s put together a quick Nuclei template:

id: mesh-default-login
info:
name: MESH By Viscount
author: Eric Daigle
severity: high
description: |
MESH By Viscount default credentials were discovered.
http:
- method: POST
redirects: false
path:



"{{BaseURL}}/mesh/servlet/mesh.webadmin.MESHAdminServlet?requestedAction=1login"
headers:

Accept:
text/html,application/xhtml+xml, application/xml;qg=0.9, image/avif, image/webp, image/apng, */*;q=
0.8, application/signed-exchange;v=b3;q=0.7

Accept-Language: fr-FR,fr;q=0.9,en-US;q=0.8,en;q=0.7

Cache-Control: max-age=0

Content-Type: application/x-www-form-urlencoded

Cookie: MESHWebAdminLanguage=en; MESHWebAdminRefreshInterval=0;

MESHWebAdminPageSize=100;

Connection: keep-alive

body:
"formLoginName=freedom&formLoginPassword=viscount&formLanguage=en&formLogRefreshInterval=0&fo
rmPageSize=100"

matchers:
- type: word
part: body
words:

- 'Login Failed. Invalid username or password.'
negative: true

The login behaviour is poorly coded (shocking, | know): it returns 200 whether or not the login was successful.
To get around this we use a negative matcher that returns true as long as the “Login Failed” string is not
present. The web Ul also returns a 301 if the default landing page on successful login has been changed,
which we handle as well. Time to send it:

[edaigleggaribaldi mesh]$ nuclei -1 zoomeye_ips.txt -t template.yaml

_____________ o )
A V. A B S A A VA |
LA A B S A B P B S |
T_f FoNC NN v3.3.5

projectdiscovery.io

[INF] Supplied input was automatically deduplicated (2 removed).
[INF] Current nuclei wersion: v3.3.5 (outdated)

[INF] Current nuclei-templates version: v10.1.0 ( 3

[ ] Scan results upload to cloud is disabled.

[INF] New templates added in latest release: 114

[INF] Templates loaded for current scan: 1

[Wan] Loading 1 unsigned templates for scan. Use with caution.
[INF] Targets loaded for current scan: 658

[ 1 [httpl [ 1 http: mesh/serviet/mesh.webadmin.MESHAdminServiet?requestedaction=Tlogin
[ 1 [httpl [ 1 http: mesh/serviet/mesh.webadmin.MESHAdminServiet?requestedaction=Tlogin
[ 1 [httpl [ 1 http: mesh/serviet/mesh.webadmin.MESHAdminServiet?requestedaction=Tlogin
[ 1 [httpl [ 1 http: esh/servlet/mesh.webadmin. MESHAdminServliet?requestedAction=1login
[ 1 [httpl [ 1 http: esh/servlet/mesh.webadmin. MESHAdminServliet?requestedAction=1login

In total, Nuclei finds 89 hits, so about 14% of the apartment buildings using this system that have ever
exposed it to ZoomEye are vulnerable. But most of those 659 hits were old - of the buildings using this system
that have exposed it to ZoomEye in the past year, 43% are vulnerable and have essentially no access control.
The large majority (71) of the exposed systems are in Canada, not surprising since 582 out of the 742
ZoomEye hits were Canadian (Nuclei scans fewer targets due to some duplicates).

I'm so glad we have modern loT technology to keep us safe! It's crazy to think people used to trust analog
locks with physical keys.

Timeline

e 2024-12-20: vulnerability discovered
e 2024-12-27: Current vendor of MESH identified as Hirsch (subsidiary of Vitaprotech Group) and contacted
e 2025-01-09: CEO of Identiv, former vendor of MESH, contacted



e 2025-01-11: Hirsch product security responds requesting details and are asked if they intend to alert
clients

e 2025-01-29: Hirsch replies stating that these vulnerable systems are not following manufacturers’
recommendations to change the default password

e 2025-01-30: Hirsch asked for an update as to whether clients running vulnerable systems have been
alerted (no response as of publication)

e 2025-02-14: CVE-2025-26793 assigned

e 2025-02-15: publication

Support

If you've made it this far, consider supporting my work with a small donation on ko-fi! This site is ad-free, and
social-media-free and uses open-source privacy-respecting analytics.


https://ko-fi.com/edaigle
https://matomo.org/privacy/

