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We thus study if diffusion models “memorize” training examples, which we define as
generating a near-identical copy of any image.

We propose to extract memorized images by generating many times with the same
prompt and flagging cases where many of the generations are the same.
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Applying our method to Stable Diffusion and Google’s Imagen, we extract hundreds

of images, and do so with high precision.

Many of these images are copyright or licensed, and some are photos of
individuals. [4/9]
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We also train hundreds of our own diffusion models to study the impact of various
factors. Some highlights:

- Diffusion models memorize more than GANs

- Outlier images are memorized more

- Existing privacy-preserving methods largely fail
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See our paper for a lot more technical details and results.

Speaking personally, | have many thoughts on this paper. First, everyone should de-
duplicate their data as it reduces memorization. However, we can still extract non-
duplicated images in rare cases! [6/9]

®3 1313 334 @444

Eric Wallace @Eric_Wallace 22h

Second, Stable Diffusion is small relative to its training set (2GB of weights and
many TB of data). So, while memorization is rare by design, future (larger) diffusion
models will memorize more.

Third, don’t apply today's diffusion models to privacy sensitive domains. [7/9]
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Finally, there are open questions about the impact of our work on ongoing lawsuits
against StabilityAl, OpenAl, GitHub, etc. Specifically, models that memorize some of
their training points may be viewed differently under statutes like GDPR, US
trademark + copyright, and more.
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industry (Google + Deepmind) and academia (Berkeley + Princeton + ETH Zurich).

See our paper for more details arxiv.org/abs/2301.13188 and | am happy to take
questions and comments! [9/9]

Extracting Training Data from Diffusion Models

o Image diffusion models such as DALL-E 2, Imagen, and Stable
a I'le Diffusion have attracted significant attention due to their ability to

generate high-quality synthetic images. In this work, we show...
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Replying to @Eric_Wallace__
Now imagine that applied to source code or anything else that's not public domain.
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Yes exactly! We have also studied similar questions of memorization for language
models in a past paper arxiv.org/abs/2012.07805

r B\
Extracting Training Data from Large Language Models

It has become common to publish large (billion parameter)

3 IXi\‘ language models that have been trained on private datasets. This

paper demonstrates that in such settings, an adversary can
perform a...
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