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what canwe do

Summary

2022 has been theyear of source code leaks; Microsoft, Nvidia, Samsung, Rockstar, and many
more companies have had their source code involuntarily open-sourced. But some new
research by CyberNews has revealed that there are millions of private git repositories that
are, in fact, not all that private. In this article, we will take alook at the research on exposed git

repositories, review why this can be such a problem, and suggest what you can do differently.

Nearly 2 million exposed git repositories

Gitisatechnology that nearly all software developers use to collaborate and version control
their software. You will likely be familiar with git repository hosts like GitHub, BitBucket, or
GitLab which all offer turnkey solutions to sign up and start pushing code to your own
repositories and collaborating with others. Git can be a tricky technology and prone to user
errors that canresultin sensitive information being exposed. For example, when you create a
new gitrepository onyour machine, a ".git " folderis created, thisis afolder that contains all
theinformation and meta-data aboutyour project sinceit was created. If you made an edit
from 2012 to your application, 10 years later that editis still hidden in that .gitfolder. If you
commitan APl key on adevelopment branch 3 years ago, it's still inside this . gitfolder.

Basically, unless you are certain you and no one on your team have ever committed anything
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repositories and discovered
e 1053 fully or partially exposed git repositories

e 12 usernames with passwords inthe git configdata

Theseresearch projects, plus the countless related breaches we have had in the last two years

show what a hugeissue this truly is.

"Even after | parallelized the scanning script it took some days to scan the 2.6 million
domains. | did not expect many results, but was surprised how widespread the
problem is."

SDCat

How do .git folders become exposed?

There are many ways .gitsprawls into locations they might not beintended. It could be a

misconfiguration of a backup, orit could be an attempt to host your own git server, but usually,
itisadeploymentissue. One example that occurred multiple times was with a static website, if
someoneis usingan Amazon S3 bucket to host their site, instead uploading the current version

they have uploaded an entiredirectory including the .gitfolder. For anyone who understands

hnw cencitive thece ars it will ceem 1inlikelv and chnarkino that thic wniilld hannen hinitit
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here are the key stats

e Anaverage-sized company with 400 developers will have 13,000 secrets (1,000 unique)

inside their private repositories

e GitGuardianscanned all public GitHub repositories and found over 6,000,000 secretsin
2021

e 3outofeveryl000 commits GitGuardian scanned contained at least one secret

Thereis a perfect stormresulting from the fact that git allows such easy collaboration of
developers, secrets are meant to be programmatic, and that a git history never dies. While the
research project by CyberNews didn't scan each repository for secrets in depth. They did find
that 6% of the git repositories had their deployment credentials in the git configuration file.....
I’m going to say that again, slowly.

> 6% of the exposed git repositories, had the credentials to deploy their applications,
publicly accessible to the world, in the configuration file!

Screenshot of a configuration file with deployment credentials

Learn more and customize


https://blog.gitguardian.com/security-threats-from-the-twitch-leak/
https://www.gitguardian.com/videos/reviewing-how-attackers-breached-the-indian-government-play-by-play
https://blog.gitguardian.com/
https://blog.gitguardian.com/
https://www.gitguardian.com/
https://www.gitguardian.com/book-a-demo
https://www.gitguardian.com/secrets-detection
https://www.iubenda.com/privacy-policy/39374440/cookie-policy?an=no&s_ck=false&newmarkup=yes
javascript:void(0)
javascript:void(0)

%

repositories weren’t actually private.

Source code, nearly always, contains more thanjust source code. In the history of a project, on
often forgotten development branches sensitive information is hidden. This is why even
though source code might not be considered a security-critical asset, it needs to be protected
and this is why private code repositories that are publicare such a bigconcern.

what canwedo

The answer is obviously to make sure our git repositories are private right?

Well not quite. This research adds to the compelling pile of evidence that git repositories are
not appropriate places to contain sensitiveinformation. If your git repository is protected it
becomes harder, but notimpossible, for a bad actor to gain access to them. In 2021 the supply
chain attack of CodeCov meant bad actors got access to up to 20,000 CodeCov users' private git
repositoriesincluding HashiCorp, Twilio, and Rapid7 even though these were never exposed
publicly. We have also seen companies like Uber have their repositories breached dueto a

compromised developer account. The pointis that repositories have been exposed to bad

artarc ac awealk nnint in niir infractriictiire and we need tn ceriire them in mnre than nne wav
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Summary

While thereis huge evidence to show that git repositories are high-value targets for
adversaries, we can add to this evidence the fact these repositories are easily accessible to
attackersviadomain and IP scanning searching for .gitfolders. Yes, we must better protect
theserepositories and scan our own infrastructure for exposed weaknesses but we also must

ensure sensitive datalike secrets are not our repositories as aminimum effort for security.

Share this article on Twitter, HackerNews, LinkedIn, or Reddit.

Liked this article?

Subscribe to the GitGuardian blogto receive all
future articles directly to your mailbox.
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security incidents
with
GitGuardian’s
playbooks

Learn more about
GitGuardian’s no-code
workflows and how they
can help you enjoy some
respite from the manual
and gruntwork no
security engineer ever
enjoys.
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